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1. [bookmark: _Toc215681335]PURPOSE
The purpose of this Disaster Recovery (DR) Policy is to define Aidacare’s approach to restoring technology services and data following a disruption or disaster. The policy establishes a structured process for planning, responding, recovering, and improving the organisation’s ability to restore IT systems in a timely and controlled manner.
It ensures that business-critical applications and data can be recovered within defined timeframes, minimising operational impact and maintaining confidence among staff, customers, and partners.

1. [bookmark: _Toc189468061][bookmark: _Toc215681336]SCOPE
This policy applies to all Aidacare IT systems, infrastructure, and services that support critical business operations. Specifically, it includes:
· Servers, virtual machines (VMs), databases, and file storage systems managed internally or through approved service providers.
· Network, backup, and replication systems required for recovery.
· Communication tools and coordination mechanisms used during recovery events.
· Staff and third parties involved in maintaining, restoring, or supporting Aidacare’s IT environment.

1. [bookmark: _Toc189468063][bookmark: _Toc215681337]DEFINITIONS
	Terms 
	Definition 

	Disaster or Critical Incident
	Any unplanned event causing significant interruption to IT services, such as hardware failure, ransomware attack, or data corruption.

	Business Continuity Plan (BCP)
	Documented guidance outlining how the organisation will respond to major disruptions and restore critical business functions to meet its continuity objectives.

	Business Impact Analysis (BIA) 
	The process of identifying critical business functions and assessment of the impact of their disruption on the organisation.

	Critical Systems
	IT systems, applications, or processes that are essential to business operations and should be prioritised for recovery. The critical systems are identified during the business impact analysis.

	Downtime
	The period during which a system, application, or service is unavailable or non-operational.

	Failover
	The process of switching to a redundant or standby system, server, or network upon the failure of the primary system.

	Recovery Time Objective (RTO)
	Defines the target recovery timelines for the restoration of business operations.

	Recovery Point Objective (RPO)
	Specifies the maximum acceptable amount of data loss measured in time before a disruption.
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3.0 [bookmark: _Toc215681338][bookmark: _Toc189468062]NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity frameworks which are relevant to this policy:
	CSF Function
	Subcategory

	Identify (ID)
	ID.IM-02: Security tests and exercises, including those done in coordination with suppliers and relevant third parties, are conducted to identify improvements.

	
	ID.IM-04: Cybersecurity plans that affect operations are communicated, maintained, and improved.

	Detect (DE)
	PR.DS-11: Backups of data are created, protected, maintained, and tested.

	Recover (RC)
	RC.RP-02: Recovery actions are determined, scoped, prioritised, and performed.

	
	RC.RP-03: The integrity of backups and other restoration assets is verified before using them for restoration.

	
	RC.RP-04: Critical mission functions and cybersecurity risk management are considered to establish post incident operational norms.

	
	RC.RP-05: The integrity of restored assets is verified, systems and services are restored, and normal operating status is confirmed.

	
	RC.CO-03: Recovery activities and progress in restoring operational capabilities are communicated to designated internal and external stakeholders


[bookmark: _Toc206763981][bookmark: _Toc215681339]
4.0 POLICY STATEMENTS
Aidacare is committed to maintaining robust and tested disaster recovery capabilities to ensure continuity of IT services supporting critical business operations.
The Disaster Recovery Policy establishes principles for:
· Proactive assessment and planning of recovery requirements.
· Maintenance of up-to-date backups and replicas. The details related to the backup management are captured in the backup policy.
· Clear assignment of roles, responsibilities, and communication protocols.
· Periodic testing, documentation, and improvement of the recovery process.
All employees, IT staff, and third-party partners should adhere to this policy and the related Disaster Recovery Plan (DRP).
The following statements define Aidacare’s approach to ensuring the timely recovery of critical systems and operations after a disruption. They outline the responsibilities, processes, and coordination required to maintain business continuity and minimise operational impact.
4.1 [bookmark: _Toc215680485]BUSINESS IMPACT ANALYSIS (BIA)
A Business Impact Analysis (BIA) should be conducted to assess critical business functions and establish the appropriate Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for effective disaster recovery planning.
The following policy elements are applicable to the identified business critical applications.
For the business critical applications, IT Lead of Technology Asset should document backup related Standard Operating Procedures (SOPs), which should cover DR planning, setup, and periodic testing for the associated technology asset.

4.2 [bookmark: _Toc215681340]ASSESSMENT AND PLANNING
Aidacare should maintains a continual cycle of assessment and preparedness activities to ensure all critical systems can be recovered within agreed RTO and RPO thresholds.
Assessment Activities should include:
· Asset Inventory: Maintaining an up-to-date list of critical servers and applications, recorded in the Aidacare Application Portfolio.
· Risk Assessment: Identifying potential threats such as cyberattacks, hardware failure, or data corruption that could disrupt IT operations.
· Business Impact Analysis (BIA): Assessing the potential operational and financial impact of IT outages.
· Define the Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) for business-critical systems.
Aidacare will ensure that disaster recovery requirements and updates are communicated to all operational stakeholders (IT teams, business units, and external recovery partners).
4.3 [bookmark: _Toc215681341]BACKUP STRATEGY
Aidacare maintains a multi-layered backup strategy to ensure data can be recovered quickly and reliably. Refer to Aidacare’s Backup Policy for more information.
4.4 [bookmark: _Toc215681342]COMMUNICATION PLAN
Clear communication ensures that all stakeholders are informed and coordinated during a disaster event.
· Internal Communication: Notify key stakeholders, management, staff, and relevant departments when DR is activated. 
· External Communication: Notify customers, vendors, regulatory bodies only when required.
· Recovery-related communication must include regular progress updates to stakeholders during restoration activities.
4.5 [bookmark: _Toc215681343]RECOVERY PROCEDURES
When a disaster or critical incident occurs, the following structured recovery process should be followed:
· Assessment: Determine the nature and impact of the disruption. The CTO and IT Lead evaluate whether it requires DR activation or if standard backup restoration is sufficient.
· Activation: If a disaster is declared, the CEO authorises DR activation based on the consultation with the CTO and IT Lead of the Technology Asset.
· System Restoration Sequence: The IT Lead of the technology asset restore systems based on the criticality and restoration order defined during the business impact analysis.
· Once restoration is performed and validated, replica servers assume production roles until permanent recovery is completed.
· Backup integrity must be validated before any restoration activity begins.
· After restoration to production, systems must undergo formal integrity and service validation before returning to production.
4.6 [bookmark: _Toc215681344]TESTING AND VALIDATIONS
Aidacare validates its DR readiness by performing the following activities:
· Maintain a restoration calendar by scheduling regular disaster recovery (DR) tests based on system criticality, and ensure ownership, documentation, and audit readiness for each event. The DR testing calendar should be aligned with the backup testing calendar.
Perform periodic Disaster Recovery (DR) exercises as defined by the calendar. The testing scope should be aligned to the criticality of the system and should include using the disaster recovery instance to run as the main production environment for a defined period of time (e.g. 24 hours).
· The DR tests should provide information and insights into the DR program effectiveness and areas of improvement.
4.7 [bookmark: _Toc215681345]THIRD-PARTY COORDINATION
Aidacare coordinates with BCP/DR Specialist (Unitrends) to support backup and recovery systems, for on-prem infrastructure. 
· Unitrends Appliance Support: +1 (888) 374-6124.
· Unitrends expected to respond promptly during DR events and provide technical assistance for recovery validation.
4.8 [bookmark: _Toc215681346]DOCUMENTATION AND MAINTENANCE
· Storage Location: All DR documentation, plans, and test evidence are maintained in the IT SharePoint Drive.
· Change Management: The DR Plan is reviewed and updated following any significant system change or infrastructure upgrade.
· Version Control: All updates are tracked to ensure currency and audit traceability.
· All DR plan updates must be communicated to relevant operational stakeholders.
4.9 [bookmark: _Toc215681347]CONTINUOUS IMPROVEMENT
Aidacare is committed to continual improvement of its disaster recovery capability.
· Lessons Learned: After every test or incident, a review is conducted with key stakeholders to identify improvement opportunities. Continuous improvement processes must incorporate insights from DR exercises conducted with internal teams and third-party providers.
· Metrics and Monitoring: The IT lead of the technology asset tracks replication status, backup performance, and testing results to ensure readiness.
· Managed Services: Disaster recovery expectations are defined in vendor and managed service provider contracts.

1. [bookmark: _Toc215681348]ROLES & RESPONSIBILITIES
	Chief Executive Officer (CEO)
	· Review and Approve the Policy

	Chief Technology Officer (CTO)
	· Accountable for implementing the Disaster Recovery policy. 
· Perform Business Impact Analysis (BIA) to identify critical business processes and associated recovery requirements.
· Monitoring of the Key Performance Indicators (KPIs).


	IT Lead of the Technology Asset
	· Coordinates all technical recovery activities and ensures systems are restored in the defined order.
· Ensures data integrity, monitors for threats, and validates security during recovery.
· Provide technical and logistical support for systems under their management. Ensure contract compliance for DR assistance.
· Execute backups, restorations, and testing. Maintain documentation and evidence of recovery validation.

	Business Users
	· Communicate business requirements, dependencies, and assist in post-incident reviews.

	All Employees
	· Report incidents promptly and follow communication protocols during a DR event.





5.1 [bookmark: _Toc215681349]RACI MATRIX
	Task/Responsibility 
	CEO
	CTO	Comment by Mohit Malik: Define governance layer - fit for purpose for Aidacare..
	IT Lead of the Technology Asset
	Business Users

	Review and Approve the Policy
	R
	A
	C
	I

	Perform Business Impact Analysis (BIA) to identify Back-up requirements
	A
	R
	I
	R

	Document Standard Operating Procedures (SOPs) and system specific DR Plans
	-
	C
	A/R
	I

	Define failover/fallback strategies (hot, warm, cold sites)
	I
	C
	A/R
	-

	Prepare DR environments (infrastructure, cloud, networks)
	-
	C
	A/R
	-

	Ensure backup systems and replication mechanisms are functioning
	-
	C
	A/R
	-

	Plan and perform regular testing of DR Plans
	I
	A
	R
	-

	Notify internal and external stakeholders during DR events
	I
	A
	R
	I

	Monitor status of systems during DR testing
	-
	I
	A/R
	-

	Review DR program effectiveness periodically  
	I
	A
	R
	-

	Declare a DR event based on criteria and severity
	A
	C
	R
	I

	Manage DR Activation and Execution
	I
	A
	R
	I

	Execute DR Plans/runbooks
	-
	I
	A/R
	-

	Monitor status of systems during DR Event
	-
	I
	A/R
	-

	Maintain DR documentation and version control
	-
	I
	A/R
	-

	Manager Vendor coordination during the recovery process
	-
	I
	A/R
	-

	Manage vendor SLAs wherever required
	I
	A
	R
	-

	Monitor DR related KPIs and identify trends and areas for improvement
	I
	A
	R
	-

	Monitor compliance to this policy
	I
	A
	R
	-


Legend
· R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.

1. [bookmark: _Toc189468067][bookmark: _Toc215681350]RELATED DOCUMENTS 
· Backup Policy
· Incident Management Policy 
1. [bookmark: _Toc215681351]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.
1. [bookmark: _Toc215681352]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation
1. [bookmark: _Toc215681353]POLICY CONTROL
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